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RISK MANAGEMENT & AUDIT COMMITTEE 

AGENDA 
 

A Place for People 

 

1 ACKNOWLEDGEMENT OF COUNTRY  

 

2 OPENING OF MEETING  

 

3 APOLOGIES AND LEAVE OF ABSENCE  

 

3.1 Apologies 

3.2 Leave of Absence Previously Granted  

3.3 Leave of Absence Request 

 

4 DECLARATION OF INTEREST  

 

4.1 Committee Members 

4.2 Staff 

 

5 CONFIRMATION OF MINUTES  

 

5.1 Confirmation of Minutes 

 

THAT the Minutes of the Risk Management and Audit Committee meeting held on 

Tuesday, 28 July 2020 pages 131 to 138, be confirmed. 

  

 6 CONFIDENTIAL ITEMS  

 

6.1 Moving Confidential Items into Open 

6.2 Moving Open Items into Confidential 

6.3 Confidential Items 

 

 7 WORK PLAN  

  

8 FINANCIAL REPORTING  

 

 9 INTERNAL CONTROLS AND RISK MANAGEMENT  

 

9.2  Strategic Risk Register Review – August 2020  

 

10 WHISTLE BLOWING  

 

11 INTERNAL AUDIT  

 

12 EXTERNAL AUDIT  

 

13 INFORMATION AND CORRESPONDENCE 

 

14 OTHER BUSINESS 
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RISK MANAGEMENT & AUDIT COMMITTEE 

AGENDA 
 

A Place for People 

 

15 NEXT MEETING  

  

THAT the next Risk Management and Audit Committee meeting be held on Tuesday 27 October 

2020 at 5.30pm in the Council Chambers, Civic Plaza, 1 Chung Wah Terrace, Palmerston.  

 

16 CLOSURE OF MEETING TO PUBLIC  

 

THAT pursuant to Section 65(2) of the Local Government Act and Regulation 8 of the Local 

Government (Administration) Regulations, the meeting be closed to the public to consider the 

Confidential item of the Agenda.  
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CITY OF PALMERSTON  1 

RISK MANAGEMENT & AUDIT COMMITTEE 

       REPORT  

AGENDA ITEM: 9.2 
 

REPORT TITLE: Strategic Risk Register Review - August 2020 
 

MEETING DATE: 25 August 2020 
 

AUTHOR: Director Organisational Services, Richard Iap 
 

APPROVER: Chief Executive Officer, Luccio Cercarelli 
 

 

COMMUNITY PLAN  

Governance:  Council is trusted by the community and invests in things that the public value. 

PURPOSE 

To provide the Risk Management and Audit Committee (RMAC) with an update of Council’s Strategic 

Risk Register and seek feedback and comment from the Committee before presentation to Council. 

 

KEY ISSUES 

 This report seeks feedback and comment from the Risk Management and Audit Committee on the 

Strategic Risk Register Review - August 2020 update prior to presentation to Council. 

 Failure to keep Council’s Strategic Risk Register current and contemporary places Council at risk of 

not appropriately managing the things that pose the greatest threat to achieving the Community 

Plan Outcomes, both in the short and longer term. 

 Council has reviewed and updated its Strategic Risk Register in July/August 2020 and the register 

was last updated and endorsed by Council in February 2019.   

 This review and analysis were facilitated by KPMG which utilised the latest contemporary 

approaches in risk management. 

 The updated Strategic Risk Register and review has been compiled and provides a snapshot of the 

strategic risks, and their current ratings.   

 The review contains a summary of what Council has done, and the impact of this on risk ratings, 

since the last update in February 2019. 

 The review provides summary of the control improvements Council plans to implement over the 

next 12 months to help reduce the net risk ratings to the target risk appetite.  

 A risk maturity roadmap of the planned activities to be implemented over the next 18 months has 

been completed to further mature the strategic risk framework. 

 Four risks already have a net risk rating equal to the target risk appetite, if successfully implemented, 

the control improvement plan will reduce the other five net risk ratings. 

 The Strategic Internal Audit Plan includes coverage over testing compliance with the key controls 

for each risk. 
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RECOMMENDATION 

THAT the Risk Management and Audit Committee recommend to the Council: 

1. THAT report entitled Strategic Risk Register Review - August 2020 be received and noted. 

2. THAT the Strategic Risk Register including the control improvement plans and risk maturity roadmap, 

be presented to Council including feedback and comments from the Risk Management and Audit 

Committee. 

3. THAT a review of the Strategic Risk Register be undertaken every twelve months and be presented 

to the Risk Management and Audit Committee at its February 2021 meeting. 

BACKGROUND 

At the Risk Management and Audit Committee meeting of 30 June 2020 the committee made the 

following decisions:  

 

9.2 Strategic Risk Register Review 2020  

 

1. THAT Report entitled Strategic Risk Register Review 2020 be received and noted. 

 

2. THAT item number 9.2 entitled Strategic Risk Register Review 2020 lay on the table to allow for 

further review and be brought back to a Special Risk Management and Audit Committee Meeting 

in August 2020 for consideration. 

 

CARRIED 9RMA/0067 - 30/06/2020 

 

Maintaining a fit-for-purpose Risk Management Framework is a key element to any organisation’s 

contemporary governance arrangements. Council is no exception for this and as a public sector entity 

there is an enhanced expectation of Council’s key stakeholders that risks are appropriately managed.  

 

It is important to highlight that risk management is not intended to constrain risk taking, but instead 

inform decision making with full understanding of the risks associated with those decisions.  

Management of risks is everyone at Council’s responsibility, including Elected Members and the RMAC 

members. Risk Management is not intended to be just a creation of policies and registers, but to create 

a risk aware culture that is part of the everyday culture of Council. 

 

With the importance of risk management in mind, Council embarked on its journey to revisit its Risk 

Management Framework in 2018, which was aligned to the appointment of its outsourced Internal 

Auditors, KPMG. In 2018 the Risk Management Policy was updated and a Strategic Risk Register was 

compiled and finalised in February 2019. At the time of compiling the Strategic Risk Register Council 

had commenced but had not finalised its process for developing City of Palmerston’s Community Plan 

and accordingly the context for determining strategic risks was the existing strategic plan at that time. 

 

With Council’s Community Plan now complete and integrated into the Community and its service 

delivery objectives, it is the appropriate time to review and refresh Council’s Strategic Risk Register. 

Workshops with Council’s Executive Leadership Team (ELT) was facilitated by KPMG in May and June 

2020 to revisit the existing Strategic Risk Register and the Community Plan was used as the context for 

identifying risks. That is, what are the key matters or areas that pose the greatest threat for Council 

achieving the six outcomes outlined in the Community Plan.  

 

In June 2020, a revised Strategic Risk Register was presented to the RMAC, and then requested the ELT: 
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- Provide it with an update on progress towards management of the risks since February 2019; 

- Revisit the risk ratings and future opportunities to further mitigate the risks; and 

- Provide it with a road map on the proposed next steps for maturity of risk management at the 

Council. 

 

This report outlines the outcomes of the review undertaken on the Council’s Strategic Risk Register and 

is included in the Risk Management Update – August 2020 (Attachment A). 

 

DISCUSSION 

Council’s ELT met in August 2020 to address the request from the Committee and the following is noted: 

 

 Transition Between February 2019 and August 2020: Council’s ELT met with KPMG and reviewed the 

current status of controls in place to manage the strategic risks and updated these as relevant. This 

exercise enabled the ELT to demonstrate what had been achieved and put in place in respect to the 

control environment since the compilation of the Strategic Risk Register in February 2019. The 

outcomes of this exercise have been summarised in Section 3 of the attached Risk pack ‘Strategic 

Risks… the Journey Illustrated’. Noting that: 

- Several new controls had been implemented as planned; and 

- Several existing processes and controls had been further matured. 

 

 Revised Risk Ratings: As a result of updating the controls noted above, this enabled the ELT to revisit 

the risk ratings both at an inherent and net level. The outcomes of this exercise have also been 

summarised in in Section 3 of the attached Risk Management Update ‘Strategic Risks…the Journey 

Illustrated’.  

It is noted that:   

- The inherent risk ratings did not change having regard to the current environment. There was 

a new strategic risk added, being the ‘appropriately responding to material events impacting 

business continuity’ and his was allocated an inherent risk rating of ‘Critical 1’. 

- There were no increases in the net risk ratings, however there was one decrease in Risk 1 (Be 

trusted as a Council – reduced from Medium 1 to Low 4). The new strategic Risk 9 was rated 

Medium 1 at a net risk level. 

- There were no movements in the target risk ratings, however it is noted that the new strategic 

Risk 9 was rated Low 4 at a target risk level. 

- Four risks (1,2,7 and 8) now have a net risk that is equal to the target risk appetite. 

 

 Risk Maturity Road Map: It is appreciated that what there is further opportunity to mature the risk 

frameworks and activities at the Council. The proposed further activity has been documented from 

two perspectives as follows: 

- 1. Further control opportunities: For five risks (3,4,5,6 and 9) where the net risk is not yet at 

the target risk rating, further controls are proposed. These have also been summarised in 

Section 3 of the attached Risk pack ‘Strategic Risks…the Journey Illustrated’. In arriving at 

which controls to prioritise and put in place, regard was given to: 

i) Whether the control could of itself, or in combination with other controls, influence the 

reduction in net risk rating.   

ii) The cost to implement the control and available budget. 

iii) The timeliness and complexity to implement the control. 

 

The assessment of future control opportunities on these criteria are summarised in Appendix D of 

the attached Risk Management Update ‘Additional Controls Analysis’.    

- 2. Next steps for maturing risk: For this element a road map was developed covering an 18 

month period.  The road map is summarised in Appendix C of the attached Risk Management 

Update ‘Strategic Risk Maturity Road Map’.  
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It is important to acknowledge that the Strategic Risk Register should be seen as a living document and 

as such will be part of regular reporting to both the RMAC and ELT. The revised Strategic Risk Register 

is provided in the attached Risk Management Update – August 2020. 

 

Whilst assigning risk ratings is may be seen as subjective, this has been undertaken with the oversight 

of KPMG who have significant experience in such exercises. It is critical to note that the ratings assigned 

to each risk are only accurate when the identified controls in place to manage the risks continue to be 

designed appropriately and operating effectively. The Strategic Internal Audit Plan for Council has regard 

to these controls and have applied periodic testing of the design and operating effectiveness of the 

controls. 

 

CONSULTATION PROCESS 

In preparing this report, the following City of Palmerston staff were consulted:  

 

 Executive Leadership Team 

 Governance Lead 

 

In preparing this report, the following external parties were consulted. 

 

 KPMG 

 

POLICY IMPLICATIONS 

Council’s Strategic Risk Register is used to guide the development and actions of Council service 

operations, this includes Council policies and controls.  

BUDGET AND RESOURCE IMPLICATIONS 

Any funding and resource requirements for Risk Management and Audit Committee are budgeted as 

part of Council’s operations and is part of Council’s adopted Municipal Plan and Budget. This includes 

work undertaken for the review of Council’s Strategic Risk Register.  

RISK, LEGAL AND LEGISLATIVE IMPLICATIONS 

The review of the risk documents is important and positive result for the City of Palmerston. It assists in 

guiding officers in developing mitigation tools and controls to reduce the strategic risks to a level within 

Council’s risk appetite. This register will continue to help determine what the priorities are for risk and 

will inform future internal audit programs.   

 

ENVIRONMENT SUSTAINABILITY IMPLICATIONS 

There are no environment sustainability implications from this report.  

COUNCIL OFFICER CONFLICT OF INTEREST DECLARATION 

We the author and approving officer declare that we do not have a conflict of interest in relation to this 

matter. 

ATTACHMENTS 

Attachment A:  Risk Management Update – August 2020 
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Tel +61 8 8982 9000
Fax +61 8 8982 9099

www.kpmg.com.au

18 Smith Street 
Darwin NT 0800 

Private and confidential

City of Palmerston

Audit Committee

KPMG: Facilitation of Strategic Risk Review
The City of Palmerston (the City) commenced its journey to contemporise its 
approach to risk management in 2018 as it exited statutory management.  This 
journey commenced with a refreshed risk policy and strategic risk review which 
resulted in a strategic risk profile presented to Council in February 2019.
On completion of its Community Plan in 2019 and consistent with 
contemporary practice, the City recently refreshed its strategic risk register to 
reflect the current state internal controls and external environment.  
KPMG were engaged by the City to facilitate this process and this pack 
presents the outcomes from this engagement and is presented to the City’s 
Audit Committee for feedback.

Concluding Comments
The following is brought to your attention from the completion of this 
engagement:
• The Strategic Risk profile was reviewed and updated after consultation with 

the Executive Leadership Team.  
• Nine strategic risks were identified, noting:

- One new risk was identified, triggered by COVID-19, being ‘Appropriately 
responding to material events impacting business continuity’. This was 
allocated an inherent risk rating of ‘Critical’, net risk of ‘Medium’ and an 
identified target risk of ‘Low 4’.

- Risk number one was changed from a focus on ‘regaining’ trust to one 
that is targeted on ‘maintaining’ the trust of the majority of internal and 
external stakeholders.

- Risk number seven was changed by removing the reference to ‘growth’ 
opportunities as it was appreciated that opportunity goes beyond just 
growth

- Inherent Risk Ratings: 6 Critical, 1 High and 2 Medium.  There was no 
change in these ratings from February 2019 other than the addition of 
the new risk.

- Net Risk Ratings: 5 Medium and 4 Low with risks one and two already 
meeting target risk appetite.  Risk number one was the only change, 
reducing from Medium 1 to Low 4 due to implementation of new 
controls noted.

- Target Risk Ratings: 9 Low Four risks (1,2,7 and 8) are already rated at 
their target risk level. A summary of the transition from February 2019 
to August 2020 is set out in section ‘Strategic risks at a glance’ of this 
report.

Next steps
• Further control improvements have been identified.  Each 

improvement opportunity has been assessed against a framework to 
determine what affect, if any, it has on the net risk rating, the cost to 
implement and also the timing/complexity to implement.  Refer 
Appendix D of this pack for the framework and assessment. Identified 
control improvements, if implemented effectively, will bring all risks 
down to their target risk ratings.

• A Risk Maturity Road Map has been developed to outline the risk 
journey for the City over the next 18 months and this is presented in 
Appendix C of this pack.

Regards

Dave Howie
Partner
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1. Strategic Risk Context:
It is important to reinforce why applying a contemporary and fit for 
purpose strategic risk framework is important to the City.  
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City of Palmerston: Risk Management

Why is risk management important to the City of Palmerston?

The term ‘risk management’ is used often in contemporary governance discussions.  So how does ‘risk management’ fit into an organisation?

• Quite simply, ‘risk’ and more precisely ‘risk management’ is pervasive across all parts of the organisation.  Everything an organisation does brings with it some level 
of risk, and with that, it usually brings some form or consequence to the organisation that requires effort to manage.  That consequence could be financial or non-
financial (such as brand damage).

• Risk management is not about constraining the business from taking risk, but instead it is a framework and tool available to management and the elected Council 
members, to inform them in the decision making process – that is, it allows you to make a decision ‘with your eyes wide open’ and understanding and more 
importantly accepting the risk, if any, that a decision can bring.

• Whilst risk management can be applied to all areas and processes within an organisation, contemporary management practice sees risk management first and 
foremost focussed on the risks at a strategic level – that is, what are the events that can threaten your organisation from achieving its strategic outcomes outline in 
the City’s Community Plan.

• Importantly, risk management not only focuses on managing the downside of risk but allows organisations to identify and respond to the upside opportunities arising 
from risks.

• Risk management activities is everyone’s responsibility…all Council staff and elected Council members have a role in managing risk and this is typically through a 
mix of: 
- being proactive to identify current and emerging risks 
- designing and executing internal controls and processes to ensure they are always relevant and fit-for-purpose to helping mitigate the risk and its consequences 

from occurring
- leading by example with a culture of risk awareness and ensuring the Council is doing the right thing.
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City of Palmerston: Risk Management

How to use this Risk Management document?

This document summarises the outcomes of the City’s processes undertaken in June 2020, to consider what are the key things (referred to as strategic risks) that 
could stop the City from achieving its six key outcomes outlined in the Community Plan.

For each strategic risk, the key things the City is doing to stop the risk and its consequences occurring (referred to as internal controls), are outlined together with other 
things (referred to as improvement opportunities) the City are not currently doing, that could be implemented to further enhance its management of the strategic risks. 

All people at the City should familiarise itself with these key strategic risks and importantly understand what role you play in managing the strategic risk by virtue of 
your role in implementing  wither the internal control or the improvement opportunities identified. 

This document complements and connects closely with other key strategic and planning documents, rather than being a stand alone document.  Importantly, it is 
designed to be a living document, continuously referred to and reported on through various governance forums of the City.  

It is also a key document that helps inform where the City’s internal audit resources are allocated each year, as the City needs to ensure that, the internal controls in 
place to manage the strategic risks, are tested regularly to ensure they are operating in accordance with how they were designed.

Critically however, whilst this document is a key part of the City’s strategic risk management framework, the end target and purpose of strategic risk management is 
for risk management principles to be embedded in the DNA of its people and part of business as usual.

All staff are encouraged to discuss this document with their senior leaders to help move the City towards a more mature risk aware culture.  
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City of Palmerston: What is Strategic Risk Management?

Strategy: 
Sets the intended direction 

of the organisation

Strategic Risks: 
Uncertainties and opportunities

that can stop you adopting or executing the strategy

Strategic Risk Management: 
Your organisations response to 

the uncertainties and opportunities

City of Palmerston’s Community Plan Outcomes are:

Cultural Diversity In 
Palmerston we celebrate 
our cultures in a way that 

values our diversity.

Vibrant Economy
Palmerston is a destination 
city for employment, it is a 

safe place where 
businesses are 

encouraged to set up and 
to grow.

Family & Community
Palmerston is a safe & 

family friendly community 
where everyone belongs.

Environmental 
Sustainability Palmerston 

is an environmentally 
friendly, liveable city that 

promotes renewable 
practices & sustainability.

A Future Focus 
Palmerston is an innovative 
city that can sustain itself 
through the challenges of 

the future

Strategic 
Success

Governance Council is 
trusted by the community 
& invests in things that the 

public value

The intent of implementing strategic risk management, other than to help the 
City of Palmerston to contribute towards achieving strategic success, is to 
create an organisation that: 
• is risk aware; 
• manages risks proactively rather than reactively; 
• considers optimising upside or risk, not just the downside; 
• understands the risk appetite parameters set by the governing body;
• consistently assesses risk; and 
• informs decisions rather than constraining innovation.  

Page 13 of 45



7© 2020 KPMG, an Australian partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss 
entity. All rights reserved.  The KPMG name and logo are registered trademarks or trademarks of KPMG International. Liability limited by a scheme approved under Professional Standards Legislation.

2. Strategic Risks at a glance
It is important to view the risks, and their respective ratings, from a 
portfolio basis to inform how well the City is managing its risks
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City of Palmerston: Strategic Risks & their linkage to the City’s Community Plan

The risk that the City of Palmerston fails to…

Be trusted as a Council
Context: Achieving credibility & trust with majority of those within and external to the City.

Be sustainable into the long term
Context: Optimising the financial, social and environmental sustainability of the City. 

Attract, value, retain and develop the right people with the desired culture
Context: Right people at right time and place with right skills, operating consistently in 
accordance with the desired culture of Collaboration, Accountability, Respect and Valued)

Effectively design and implement contemporary governance practices
Context: Strong foundations to hold the City and Administration to account.

Make informed and timely decisions
Context: Ensuring the City and Administration with decision making delegation have 
access to the right information at the right time to make decisions on a timely basis.

Community Plan 
Outcomes of the City…

1

2

3

4

5

6

8

7

Deliver the strategic vision for the City 
Context: Ensuring vision is delivered effectively & efficiently, progress is measurable & 
celebrated.

Be agile to respond to opportunities and challenges
Context: Ensuring the organisation is positioned to respond quickly to take up 
opportunities and respond to challenges both internally and externally.

Develop effective relationships and manage expectations of relevant parties
Context: Engagement & communication with stakeholders (internal & external to the City).

Governance
Vibrant 

Economy
Cultural 
Diversity

Future 
Focus

Family & 
Community

Environmental 
Sustainability

9
Appropriately respond to material events impacting business continuity
Context: Having the right response frameworks in place to manage business continuity.

Key and primary direct linkage to strategic risk Secondary, less direct, linkage to strategic risk
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City of Palmerston: Strategic Risk at a glance – August 2020

Gross Risk as 
at Aug 2020

Net Risk as at 
Aug 2020

Target Risk as
at Aug 2020

A B

Li
ke

lih
o

o
d

5. Almost 
Certain

4. Likely

3. Possible

2. Unlikely

1 Rare

Consequence

1. Insignificant 2. Minor 3. Moderate 4. Major 5. Catastrophic

*Risk not 
controllable

Target Risk met 
as at Aug 2020

Be trusted as a Council

Be sustainable into the long term

Attract, value, retain & develop 
right people with desired culture

Effectively design & implement 
governance practices

Make informed & timely decisions

Deliver strategic vision for the City 

Be agile to respond to 
opportunities and challenges

Develop effective relationships 
& manage expectations of 
relevant parties

1

2

3

4

5

6

8

7

Key Strategic Risks

Gross Risk vs Net Risk vs Target Risk

3

1

5

2

4

6

7 8

A

A

*

A

A

*
*

B

*

B

B

B

The risk that the City of Palmerston fails to…

Appropriately respond to 
material events impacting 
business continuity

9

9

A

B
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3. Strategic Risks…the Journey illustrated
It is important to reflect on what the City has done and how the risk environment has 
changed since the last risk register illustrated
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The transition of the strategic risk profile between February 2019 to August 2020…
Risk Transition 

Comments
Inherent 
Risk

Control Improvements 
Noted

Net 
Risk

Future 
Control 
Improvements

Net Risk 
Predicted after 
Control 
Improvements

Target 
Risk

1. Be trusted as 
a Council

Nature of risk 
changed from a 
focus on 
‘regaining’ trust to 
‘maintaining’ trust

Critical 1
Consequence – Major
Likelihood - Likely

New controls completed include:
• Rating Strategy and Policy
• Freedom of Information procedure
• Community satisfaction survey
• Committee structure 
• Investment in Cultural Transformation 

Program
• Customer service standards review (in 

progress)
Improvement to existing controls:
• Significant investment in engagement 

with key and broader stakeholders 
• Further internal cultural development 

including surveys

Low 4
Consequence – Moderate
Likelihood - Unlikely

Changed from Medium 1 
to Low 4 due to 
implementation of new 
controls noted.

2. Be 
sustainable 
into the long 
term

No change to the 
nature of the risk

High 1
Consequence – Major
Likelihood - Possible

New controls completed include:
• Asset Management Plans 
• Rating Strategy and Policy
• Street light program implemented
Improvement to existing controls:
• Investment in long term financial plan
• Investment in long term asset plan

Low 4
Consequence – Moderate
Likelihood - Unlikely

3. Attract, value, 
retain and 
develop right 
people with 
desired culture

No change to the 
nature of the risk

Critical 2
Consequence – Major
Likelihood - Almost Certain

New controls completed include:
• Capability Framework (in progress) 
• Investment in Cultural Transformation 

Program
Improvement to existing controls:
• Further internal cultural development 

including surveys
• Reviewed Code of Conduct

Medium 1
Consequence – Moderate
Likelihood - Possible

Further controls planned:
• Review underway of all 

HR policies to 
contemporise including 
recruitment, perf
management,  learning 
and development 

Net risk rating will meet 
target risk by reducing 
likelihood from possible to 
unlikely.

Low 4
Consequence – Moderate
Likelihood - Unlikely

4. Effectively 
design and 
implement 
governance 
practices

No change to the 
nature of the risk

Critical 1
Consequence – Major
Likelihood - Likely

New controls completed include:
• Policy review schedule
• Senior Leadership Team (SLT) meetings 

Medium 1
Consequence – Moderate
Likelihood - Possible

Further controls planned:
• Formal Compliance 

Framework
• Update Governance 

Policy Framework and 
processes to 
incorporate changes in 
the LGA effective July 
2021 

Net risk rating will meet 
target risk by reducing 
likelihood from possible to 
unlikely.

Low 4
Consequence – Moderate
Likelihood - Unlikely

= No Change in risk rating between
Feb 2019 to Aug 2020

Increase in risk rating between 
Feb 2019 to Aug 2020

Decrease in risk rating between 
Feb 2019 to Aug 2020

=

=

=

=

=

=

=

Net risk already at target

Net risk already at target
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The transition of the strategic risk profile between February 2019 to August 2020…
Risk Transition 

Comments
Inherent 
Risk

Control Improvements 
Noted

Net 
Risk

Future 
Control 
Improvements

Net Risk 
Predicted after 
Control 
Improvements

Target 
Risk

5. Make 
informed and 
timely decisions

No change to the 
nature of the risk

Critical 3
Consequence – Catastrophic
Likelihood - Almost Certain

Nil Medium 1
Consequence – Major
Likelihood - Unlikely

Further controls planned:
• Evidence based decision 

making framework – incl
data capture, tools, 
reporting

Net risk rating will meet 
target risk by reducing 
consequence from major 
to moderate.

Low 4
Consequence – Moderate
Likelihood - Unlikely

6. Deliver the 
strategic vision 
for the City

No change to the 
nature of the risk

Critical 1
Consequence – Major
Likelihood - Likely

New controls completed include:
• Rating Strategy and Policy
• Asset Management Plans 
• Palmerston Economic Development 

Plan (in progress) 
Improvement to existing controls:
• Investment in long term financial plan

Medium 1
Consequence – Major
Likelihood - Unlikely

Further controls planned:
• Projects delivery
• Municipal Boundary 

review
• Influence the Palmerston 

Central Area Plan (NTG)

Net risk rating will meet 
target risk by reducing 
consequence from major 
to moderate.

Low 4
Consequence – Moderate
Likelihood - Unlikely

7. Agile to 
respond 
to opportunities

The reference to 
‘growth’ 
opportunities 
was removed as 
it was 
appreciated that 
opportunity goes
beyond just 
growth

Medium 1
Consequence – Moderate
Likelihood - Possible

New controls completed include:
• Reserve Policy 
Improvement to existing controls:
• Investment in long term financial plan
• Municipal Plan and budget delivery

Low 3
Consequence – Minor
Likelihood - Unlikely

8. Effectively 
develop 
relationships 
and manage 
expectations 
of relevant 
parties

No change to the 
nature of the risk

Medium 1
Consequence – Moderate
Likelihood - Possible

New controls completed include:
• Investment in Cultural Transformation 

Program
Improvement to existing controls:
• Further internal cultural development 

including surveys 
• Improved relationships with 

stakeholders 

Low 3
Consequence – Minor
Likelihood - Unlikely

9. Appropriately 
respond to 
material events 
impacting 
business 
continuity

New risk added 
due to COVID19

Critical 1
Consequence – Catastrophic
Likelihood - Possible
New risk

N/A new risk Medium 1
Consequence – Moderate
Likelihood - Possible
New risk

Further controls planned:
• Review and update BCPs
• Disaster Recovery Plan 

(DRP)
• Post Implementation 

Review of COVID-19

Net risk rating will meet 
target risk by reducing 
likelihood from possible 
to unlikely.

Low 4
Consequence – Moderate
Likelihood - Unlikely

= No Change in risk rating between
Feb 2019 to Aug 2020

Increase in risk rating between 
Feb 2019 to Aug 2020

Decrease in risk rating between 
Feb 2019 to Aug 2020

= =

= =

= =

= =

Net risk already at target

Net risk already at target
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The risk that the City of Palmerston fails to…

Effectively maintain the trust from stakeholders1

With the public function of the City it is critical to ensure the Council act in a way 
that earns credibility and trust by those within and external to the Council..

Primary Controls:
1. On-boarding of new Council members.
2. Early, meaningful & ongoing engagement and input to future planning and 

initiatives through Community Consultation Policy (Elected Members and 
Council Administration) 

3. Clarity over the Council’s focus areas through publicly available planning 
documents

4. Rating Strategy (in progress)
5. Key stakeholder relationship management (NT Government, DIPL etc)
6. Clear & transparent information sharing and reporting framework
Secondary Controls:
a. Culture Framework

In
he

re
nt

 R
is

k Extreme
Consequence – Major
Likelihood - Likely

N
et

R
is

k Medium
Consequence – Moderate
Likelihood - Possible

Priority Opportunities:
I. Broader stakeholder engagement / management plan
II. Corporate Plan (to be developed for the term of the Council)
III. Cultural Transformation Program (client centric, customer experience, 

empowerment, sharing)
IV. Customer service standards review
Aspirational:
a) .

This is the summary risk descriptor

This is designed to provide more context to 
describe the strategic risk

Are you comfortable with this summary descriptor?

What changes or additions do you suggest be 
made to the detailed risk description?

This is the rating we give a risk, BEFORE we 
consider the controls in place to manage  the risk

Do you think this risk has been rated correctly for 
consequence and likelihood?

Do you think this risk has been rated correctly for 
consequence and likelihood?

This captures the most important controls you have in place to 
control the risk. Primary the most important. Top 5 only.

What changes or additions do you suggest be
made to the key controls?

This is the rating we give a risk, AFTER we 
consider the controls in place to manage  the risk

This captures the most important things the City needs to do 
(that it is currently not doing) better to manage the risk better. 

Top 5 only.

What changes or additions do you suggest be 
made to the priority opportunities? Are some opportunities 

more aspirational than key to strategy?

Your guide to understanding the risk profile…

This explains each component of the risks…
This explains how you can review and 

provide feedback on each risk …
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The risk that the City of Palmerston fails to…

Be trusted as a Council Be sustainable 
into the long term

Attract, value, retain & develop right 
people with desired culture

Effectively design & implement 
governance practices

1 2 3 4

With the public function of the City it is critical to ensure the 
Council act in a way that earns credibility and trust by the 
majority of those within and external (eg Ratepayers, NT 
Government and DIPL) to the Council.

Primary Controls:
1. On-boarding (Staff and Elected Members)
2. Public Consultation Policy (Elected Members and 

Council Administration) 
3. Publicly available planning documents
4. Rating Strategy and Policy
5. Stakeholder relationship management
6. Clear & transparent information sharing and reporting 

framework
7. Complaints handling policies and procedures 
8. Freedom of Information procedure

Secondary Controls:
a. Culture Framework including surveys (internal)
b. Cultural Transformation Program (values, client 

centric, customer experience, empowerment, sharing) 
(in progress)

c. Customer service standards review (in progress)
d. Community satisfaction survey
e. Committee structure 

Inherent 
Risk

Rating

Net
Risk

Rating

Priority Opportunities:
I. Not required – net risk at target

Aspirational:
a) Nil

The governing of the City of Palmerston requires integrated 
strategic and financial planning to ensure long term financial, 
social and environmental sustainability and achievement of 
Council’s vision over the long term.

Primary Controls:
1. Ten year long term financial plan (rolling plan)
2. Municipal Plan 
3. Long term asset plan
4. Community Plan
5. Community Plans – Sustainability & Climate Change 

Plan; Social Infrastructure Plan; Safe Cities Strategy 
(TBC) 

6. Asset Management Plans 
7. Reserve Policy

Secondary Controls:
a. Rating Strategy and Policy

High 1
Consequence – Major
Likelihood - Possible

Priority Opportunities:
I. Not required – net risk at target

Aspirational:
a) Nil

With the functions of the City still being resource intensive, 
the potential impacts of disruption (technology, climate 
change etc), it is critical to ensure there is the right people at 
the right time and place with the right skills, operating 
consistently in accordance with the desired culture of 
Collaboration, Accountability, Respect and Valued

Primary Controls:
1. Culture Framework including surveys (internal)
2. Organisational Development (structure review & 

implementation) ongoing 
3. HR Policy Framework including Code of Conduct
4. Training and development budget
5. Social Equity Engagement Framework (TBC) 
6. Employer of Choice Program
7. Capability Framework (in progress) 
8. Cultural Transformation Program (values, client 

centric, customer experience, empowerment, sharing) 
(in progress)

Secondary Controls:
a. Employee assistance program
b. Position descriptions 
c. Annual performance / development reviews

Critical 2
Consequence – Major
Likelihood - Almost Certain

Medium 1
Consequence – Moderate
Likelihood - Possible

Priority Opportunities:
I. Review underway of all HR policies to contemporise 

including recruitment, perf management,  learning and 
development 

Aspirational:
a) Communication and branding strategy

Strong, yet fit for purpose, foundations to hold the Council 
and Administration to account with clear and transparent 
performance reporting and Monitoring.

Primary Controls:
1. Governance Policy Framework and review schedule
2. Council meetings
3. Committee Structure: Risk Management and Audit 

Committee.
4. Open & Public Reporting and Consultation
5. Community Advisory Committees/Networks
6. Strategic Risk Framework

Secondary Controls:
a. Internal Audit/External Audit
b. Executive Leadership Team (ELT) meetings & 

accountability
c. Senior Leadership Team (SLT) meetings 
d. Performance Indicator Setting (TBC)

Critical 1
Consequence – Major
Likelihood - Likely

Medium 1
Consequence – Moderate
Likelihood - Possible

Priority Opportunities:
I. Formal Compliance Framework
II. Update Governance Policy Framework and processes to 

incorporate changes in the LGA effective July 2021 
Aspirational:
a) Nil
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Critical 1
Consequence – Major
Likelihood - Likely

Low 4
Consequence – Moderate
Likelihood - Unlikely

Control Effectiveness: 
Satisfactory

Control Effectiveness: 
Satisfactory

Control Effectiveness: 
Some Weaknesses

Control Effectiveness: 
Some Weaknesses

Target
Risk

Rating
Low 4 [At Target] Low 4 [At Target]

Low 4
Consequence – Moderate
Likelihood - Unlikely

Risk Lead: 
Maxie Smith – Finance Manager

Risk Lead: 
Luccio Cercarelli – Chief Executive Officer

Risk Lead: 
Richard Iap – Director Organisational Services

Risk Lead: 
Luccio Cercarelli – Chief Executive Officer

Control 
ability Mainly Controllable Controllable Controllable Controllable

Low 4
Consequence – Moderate
Likelihood - Unlikely

Low 4
Consequence – Moderate
Likelihood - Unlikely

Note: Red text indicates changes since February 2019 Strategic Risk Register
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The risk that the City of Palmerston fails to…

Make informed and 
timely decisions

Deliver the strategic 
vision for the City

Agile to respond 
to opportunities

Effectively develop relationships 
and manage expectations 

of relevant parties

5 6 7 8

Ensuring the Council and Administration with decision 
making delegation have access to the right information, at 
the right time as context to making its decisions on a 
timely basis.

Primary Controls:
1. Reporting protocols.
2. Decision papers
3. Delegations framework
4. Policy Framework
5. Casting Vote Policy
6. Legislative requirements – compliance (reporting)
7. On-boarding of new Council members and ongoing 

professional development

Secondary Controls:

Inherent 
Risk

Rating

Net
Risk

Rating

Priority Opportunities:
I. Evidence based decision making framework – incl data 

capture, tools, reporting
Aspirational:

Ensuring a vision is enduring and clear to all relevant 
stakeholders, guiding future decision making, delivered 
effectively and efficiently, and that progress is 
measurable and celebrated.

Primary Controls:
1. Publicly available planning documents
2. Community Advisory Committees/Networks
3. Performance Reporting Framework – Internal and 

External
4. Quarterly reporting from each directorate
5. Operational Structure and Capability (Organisation 

Knowledge – Create and Deliver)
6. Municipal Plan and budget delivery
7. Ten year long term financial plan (rolling plan)

Secondary Controls:
a. Rating Strategy and Policy
b. Asset Management Plans 
c. Palmerston Economic Development Plan (in 

progress) 

Critical 1
Consequence – Major
Likelihood - Likely

Priority Opportunities:
I. Pr6jects delivery
II. Municipal Boundary review
III. Influence the Palmerston Central Area Plan (NTG)
Aspirational:

With the functions of the City still being resource 
intensive, the potential impacts of disruption (technology, 
climate change etc), it is critical to ensure there is the 
right people at the right time and place with the right 
skills, operating consistently in accordance with the 
desired culture of Collaboration, Accountability, Respect 
and Valued

Primary Controls:
1. Palmerston Economic Development Plan (in 

progress) 
2. Community Plan
3. Shelf Ready Projects/ Pr6jects delivery
4. TOPROC / Regional and Inter-governmental 

Collaboration
5. Org development and culture
6. Delegations Framework
7. Reserve Policy

Secondary Controls:
a. Municipal Plan and budget delivery
b. Ten year long term financial plan (rolling plan)

Priority Opportunities:
I. Not required – net risk at target

Aspirational:
a) Nil

Engagement and communication with stakeholders 
(internal and external to the Council).

Primary Controls:
1. TOPROC / Regional and Inter-governmental 

Collaboration
2. Culture Framework including surveys (internal)
3. Community Advisory Committees/Networks
4. Customer satisfaction survey
5. Community Communications
6. KPIs
7. Complaints handling policies and procedures 
8. Cultural Transformation Program (values, client 

centric, customer experience, empowerment, 
sharing) (in progress)

Secondary Controls:

Priority Opportunities:
I. Not required – net risk at target

Aspirational:
a) Nil

Ke
y 

C
on

tro
ls

 in
 p

la
ce

 to
 m

iti
ga

te
 th

e 
ris

k
Th

e 
ris

k 
co

nt
ex

t f
or

 th
e 

C
ity

Pr
io

rit
y 

op
po

rtu
ni

tie
s 

to
 

m
iti

ga
te

 ri
sk

Critical 3
Consequence – Major
Likelihood - Almost Certain

Medium 1
Consequence – Major
Likelihood - Unlikely

Control Effectiveness: 
Some Weaknesses

Control Effectiveness: 
Some Weaknesses

Control Effectiveness: 
Satisfactory

Control Effectiveness: 
Satisfactory

Target
Risk

Rating

Risk Lead: 
Luccio Cercarelli – Chief Executive Officer

Risk Lead: 
Luccio Cercarelli – Chief Executive Officer

Control 
ability Controllable Controllable Controllable Mainly Controllable

Risk Lead: 
Luccio Cercarelli – Chief Executive Officer

Risk Lead: 
Luccio Cercarelli – Chief Executive Officer

Appropriately respond to 
material events impacting 

business continuity

9

Strong frameworks in place for the City to:
understand its key role in whole of NT response
respond to and recover from both internal (eg IT 
event, fraud, misconduct) or external (eg Cyclone, 
Cyber attack, major media exposure, Pandemic) 
event.

Primary Controls:
1. Data System for emergency management, 

communications and information
2. Cyclone Management and Crisis 

Communications Plan (TBC) 
3. Knowledge of NTG Disaster Recovery and 

the role of City of Palmerston
4. Business Continuity Plans
5. Insurance
Secondary Controls:
a. Media Policy / Communications subject 

matter expertise
b. HR Policies e.g WFH
c. Guardian (Incident Management System)
d. IT Security Framework (including cyber)

Critical 1
Consequence – Catastrophic
Likelihood - Possible

Medium 1
Consequence – Moderate
Likelihood - Possible

Priority Opportunities:
I. Review and update BCPs
II. Disaster Recovery Plan (DRP)
III. Post Implementation Review of COVID-19
Aspirational:

Control Effectiveness: 
Some Weaknesses

Controllable

Medium 1
Consequence – Major
Likelihood - Unlikely

Medium 1
Consequence – Moderate
Likelihood - Possible

Low 3
Consequence – Minor
Likelihood - Unlikely

Medium 1
Consequence – Moderate
Likelihood - Possible

Low 3
Consequence – Minor
Likelihood - Unlikely

Risk Lead: 
Richard Iap – Director Organisational Services

Low 4
Consequence – Moderate
Likelihood - Unlikely

Low 4
Consequence – Moderate
Likelihood - Unlikely

Low 3 [At Target] Low 3 [At Target]
Low 4
Consequence – Moderate
Likelihood - Unlikely

Note: Red text indicates changes since February 2019 Strategic Risk Register

Page 23 of 45



17© 2020 KPMG, an Australian partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss 
entity. All rights reserved.  The KPMG name and logo are registered trademarks or trademarks of KPMG International. Liability limited by a scheme approved under Professional Standards Legislation.

Appendix A:
How strategic risks are rated 
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City of Palmerston: Strategic Risk Rating Framework

XXXXX

The consequence of risk is measured as follows…
Consequence Category 

Immaterial Minor Moderate Major Catastrophic

C
o

n
se

q
u

en
ce

 F
ac

to
rs

Strategic 
Vision

Failure to achieve minor elements of 
Strategic Vision due to impacts outside 
of Council control.

Failure to achieve multiple minor 
elements of Strategic Vision with no 
justification

Failure to achieve a major element of 
Strategic Vision with no justification

Failure to achieve multiple major 
elements of Strategic Vision with no 
justification.

Failure to achieve any progress 
towards the Strategic Vision of the day
with no justification. Intervention by 
Minister.

Financial,
Regulatory,

Environmental

Minor regulatory breach. Direct loss of 
up to $100,000.

Multiple minor or moderate regulatory
breach. Direct loss of $100k to $1
million.

Multiple moderate or major regulatory
breach. Direct loss of $1-10 million.

Multiple major regulatory breach. 
Direct loss of $10-25 million. 
Council found indirectly responsible in 
Coroner’s Report.

Large Scale class action. Direct loss 
>$25 million. Council found directly 
responsible in Coroner’s Report.

Reputation

Individual complaints. Temporary 
adverse NT media / social media.

Isolated damaging, negative and 
temporary NT media/social media
coverage that is manageable with 
some management effort.

Moderately damaging, negative and 
prolonged NT or nationwide 
media/social media coverage that is 
sustainable with significant 
management effort.

Materially damaging & prolonged NT or
nationwide media/social media
coverage leading to intervention by 
Minister (Statutory Mgt).

Intervention of Minister leading to loss 
of licence to operate as a Local 
Government organisation.

People & 
Culture

Isolated people, safety and culture 
matters manageable with additional 
ELT effort with no lost time injury (LTI)

Minor gaps in achieving desired culture 
and temporary staff morale issues. 
High staff turnover or loss of some key 
employees. Isolated incidents with LTI 
< 30 days

Material gaps in achieving desired 
culture (but not pervasive) & prolonged 
staff morale issues. Multiple key 
employee departures. Multiple 
incidents with LTI 30 < 90 days

Material gaps in achieving desired 
culture that is pervasive across the 
Council. Multiple incidents with LTI >
90 days

Death to one or more persons.

Political & 
Change

NTG Policy change with financial 
impact up to $100k.

NTG Policy change with financial 
impact $100k to $1 million.

NTG Policy change with financial 
impact $1million to $10million.
Externally funded programs 
discontinued. Council in private conflict 
with Territory/Federal agencies or 
departments.

NTG decision with financial impact 
between $10million to $25 million. 
Externally funded programs cease 
early. Council drawn into high profile 
Territory/Federal issues. Council
Dismissed.

NTG decision with financial impact 
>$25 million.
Intervention by Minister. Council 
causes high profile Territory/Federal 
issues.

Business 
Continuity

Loss of Council infrastructure or failure 
of some IT systems with minimal 
operational impacts which can be 
readily rectified < 1 day. No data loss.

Loss of Council infrastructure or failure 
of key IT systems with  operational 
impacts which can be rectified 1 < 5 
days. No data loss.

Loss of critical Council infrastructure  
or failure of multiple key IT systems 
with  operational impacts which can be 
rectified 5 < 15 days. Some non-key 
data loss.

Loss of multiple critical Council 
infrastructure at same time < 60 days 
or failure of multiple key IT systems 
with  operational impacts which can be 
rectified > 15 days. Loss of key data.

Loss of multiple critical Council 
infrastructure at same time for > 60 
days or failure of all key IT systems 
with loss of all historical data.

5

5

4

1

1

2

2

3

5

6

6

7

7

8

8

8

8

9

9
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City of Palmerston: Strategic Risk Rating Framework

XXXXX

The likelihood of risk is measured as follows…
Likelihood rating Indicative frequency (expected to occur)
Almost certain Almost certain to occur in most circumstances.  Less than a year or more frequently
Likely Likely to occur frequently.  Once a year
Possible Possible and likely to occur at some time. Once every 3 years
Unlikely Unlikely to occur but could happen.  Once every 10 years
Rare May occur but only in rare and exceptional circumstances.  Once every 20 years

The risk rating is determined by combining likelihood and consequence as follows…

RISK MATRIX                                                            Consequence

Likelihood Insignificant Minor Moderate Major Catastrophic

Almost certain Medium 1 High 1 Critical 1 Critical 2 Critical 3

Likely Low 4 Medium 1 High 1 Critical 1 Critical 2

Possible Low 3 Low 4 Medium 1 High 1 Critical 1

Unlikely Low 2 Low 3 Low 4 Medium 1 High 1

Rare Low 1 Low 2 Low 3 Low 4 Medium 1

The control effectiveness rating helps to determine the net risk rating and is determined as follows…

Satisfactory
Controls are strong and operating properly, providing a reasonable level of assurance that objectives are 
being achieved.

Some weaknesses
Some control weaknesses / inefficiencies have been identified. Although these are not considered to 
present a serious risk exposure, improvements are required to provide a reasonable assurance that 
objectives will be achieved.

Weak
Controls do not meet an acceptable standard, as many weaknesses/inefficiencies exist. Controls do not 
provide reasonable assurance that objectives will be achieved.

Control is understood to mean Anything which comprises those elements of an organisation (including its resources, systems, processes, culture, structure and tasks) 
that, taken together, support people in the achievement of the organisation’s objectives. The following three levels are used to rate control effectiveness:
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Appendix B:
Strategic Risk Heat Maps
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City of Palmerston: Strategic Risk at a glance – August 2020

Li
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lih
o
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d

5. Almost 
Certain

4. Likely

3. Possible

2. Unlikely

1 Rare

Consequence

1. Insignificant 2. Minor 3. Moderate 4. Major 5. Catastrophic

Risk not 
controllable

Gross Risk vs Net Risk

Gross Risk as 
at Aug 2020

Net Risk as at 
Aug 2020

A * Target Risk met 
as at Aug 2020

Be trusted as a Council

Be sustainable into the long term

Attract, value, retain & develop 
right people with desired culture

Effectively design & implement 
governance practices

Make informed & timely decisions

Deliver strategic vision for the City 

Be agile to respond to 
opportunities and challenges

Develop effective relationships 
& manage expectations of 
relevant parties

1

2

3

4

5

6

8

7

Key Strategic Risks

The risk that the City of Palmerston fails to…

Appropriately respond to 
material events impacting 
business continuity

9

3

1

5

2

4

6

7 8

A

A

*

A

A

*
*

*

9

A
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City of Palmerston: Strategic Risk at a glance – August 2020
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d

5. Almost 
Certain

4. Likely

3. Possible

2. Unlikely

1 Rare

Consequence

1. Insignificant 2. Minor 3. Moderate 4. Major 5. Catastrophic

Net Risk

Net Risk as at 
Aug 2020

* Net Risk meets Target 
Risk as at Aug 2020

Be trusted as a Council

Be sustainable into the long term

Attract, value, retain & develop 
right people with desired culture

Effectively design & implement 
governance practices

Make informed & timely decisions

Deliver strategic vision for the City 

Be agile to respond to 
opportunities and challenges

Develop effective relationships 
& manage expectations of 
relevant parties

1

2

3

4

5

6

8

7

Key Strategic Risks

The risk that the City of Palmerston fails to…

Appropriately respond to 
material events impacting 
business continuity

9

3

5
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4

6

7*
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1*

9

Page 29 of 45



23© 2020 KPMG, an Australian partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss 
entity. All rights reserved.  The KPMG name and logo are registered trademarks or trademarks of KPMG International. Liability limited by a scheme approved under Professional Standards Legislation.

City of Palmerston: Strategic Risk at a glance – August 2020
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d

5. Almost 
Certain

4. Likely

3. Possible

2. Unlikely

1 Rare

Consequence

1. Insignificant 2. Minor 3. Moderate 4. Major 5. Catastrophic

Target Risk

3 1*

5

2*

4

6

7* 8*

Target Risk as 
at Aug 2020

* Target Risk met 
as at Aug 2020

Be trusted as a Council

Be sustainable into the long term

Attract, value, retain & develop 
right people with desired culture

Effectively design & implement 
governance practices

Make informed & timely decisions

Deliver strategic vision for the City 

Be agile to respond to 
opportunities and challenges

Develop effective relationships 
& manage expectations of 
relevant parties

1

2

3

4

5

6

8

7

Key Strategic Risks

The risk that the City of Palmerston fails to…

Appropriately respond to 
material events impacting 
business continuity

9

9

9
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Appendix C:
Strategic Risk Maturity Road Map
This outlines the planned future activity to mature the City’s 
strategic risk framework
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City of Palmerston Risk Maturity Road Map

Road Map
1st Horizon

September 2020 – December 2020

2nd Horizon

January 2021 – December 2021

Risk Profile
■ Finalise Operational Risks with Divisional 

Managers and incorporate into Risk 
Register and Reporting

Promulgation & Education
■ Allocate and execute internal Risk 

Champion role
■ Executive leaders present on rotational 

basis to RMAC of their specific portfolio 
risks and roles. 

■ Embed Project Risk template for use in key 
projects

Assurance
■ Execute first half of FY’21 IA Plan

Risk Profile
■ Review of Strategic Risk Register 

every 12 months and report to RMAC 
(Feb 2021 first report) 

Risk Appetite
■ Facilitate development of risk appetite 

statements, KPI’s and reporting
Promulgation & Education

■ Formally promulgate and embed 
policy elements into induction and 
ongoing training of Line Managers 
and below.

Risk Mitigation Monitoring
■ RMAC and Executive oversight of 

actioning prioritised risk mitigation 
activities

Assurance
■ Execute IA Plan

The following outlines proposed road map for further maturity of the City’s Risk Management Framework

Risk Management Framework

Risk Policy
■ Risk Management Policy (Reviewed and 

approved January 2018)
Risk Profile

■ Developed Strategic Risk Register and 
RMAC endorsed (February 2019) 

■ Revised Strategic Risk Register post 
Community Plan (August 2020) new risk 
added for response to material events 
impacting business continuity

Promulgation & Education
■ Workshop with ELT and Divisional 

Managers on strategic & operational risks
Assurance

■ RMAC endorsed 3 Year IA Plan (June 
2020)

■ IA projects on customer complaints (May 
2019)

Journey to Current State

December 2018 – August 2020

The Past The Future
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Appendix D:
Additional Controls Analysis
Before the City commits to additional controls to manage risk, it is 
prudent to assess each opportunity against a framework to determine 
what affect, if any, it has on the net risk rating, the cost to implement 
and also the timing/complexity to implement.  This helps to optimise 
the allocation of scarce resoures. 
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City of Palmerston Control Improvement Plan
The following outlines proposed investment in control improvements related to the City’s strategic risks

Strategic Risk:

That the City fails to…

Control Improvement Opportunity Impact on 

Strategic Risk

Cost to 

Implement

Time & Complexity

to Implement

1. Be trusted as a Council
Current Risk Rating:
Gross: Critical 1
Net: Low 4
Target: Low 4
At target, therefore as long as controls continue to operate 
effectively, no further controls required to meet target risk.

Not applicable – Net risk already at target risk

2. Be sustainable into the long term
Current Risk Rating:
Gross: High 1
Net: Low 4
Target: Low 4
At target, therefore as long as controls continue to operate 
effectively, no further controls required to meet target risk.

Not applicable – Net risk already at target risk

3. Attract, value, retain & develop right people with desired culture
Current Risk Rating:
Gross: Critical 2
Net: Medium 1
Target: Low 4
To achieve target, either:
• Likelihood reduce from ‘possible’ to ‘unlikely’; or
• Consequence reduce from ‘moderate’ to ‘minor’ 

Review underway of all HR policies to 
contemporise including recruitment, performance 
management,  learning and development 

Framework to assess priority of control improvement opportunities

Impact on Strategic Risk
L Individually, on its own, will reduce ‘likelihood’ down a category

Individually, on its own, will reduce ‘consequence’ down a categoryC

L Individually not expected to reduce ‘likelihood’ at all
Individually not expected to reduce ‘consequence’ at allC

Cost to Implement
$ Individually expected to cost <$5,000 to implement and 

minimal cost to maintain
Individually expected to cost $5,000 > $50,000 to 
implement and acceptable cost to maintain

$

$ Individually expected to cost > $100,000 to implement 
and will need annual budget consideration to maintain

Time & Complexity to Implement
L Individually expected to be relatively straightforward 

and quick (<1 month) to implement
Individually expected to involve some complexity and 
time (1month > 3 months) to implement

M

H Individually expected to involve a high level of 
complexity and time (> 3 months) to implement

L Individually, on its own, can help to reduce ‘likelihood’
Individually, on its own, can help to reduce ‘consequence’C

L
C

$ M
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City of Palmerston Control Improvement Plan
The following outlines proposed investment in control improvements related to the City’s strategic risks

Strategic Risk:

That the City fails to…

Control Improvement Opportunity Impact on 

Strategic Risk

Cost to 

Implement

Time & Complexity 

to Implement

4. Effectively design & implement governance practices
Current Risk Rating:
Gross: Critical 1
Net: Medium 1
Target: Low 4
To achieve target, either:
• Likelihood reduce from ‘possible’ to ‘unlikely’; or
• Consequence reduce from ‘moderate’ to ‘minor’ 

Update Governance Policy Framework & processes to 
incorporate changes in the LGA effective July 2021

Formal Compliance Framework

5. Make informed & timely decisions
Current Risk Rating:
Gross: Critical 3
Net: Medium 1
Target: Low 4
To achieve target, either:
• Likelihood reduce from ‘unlikely’ to ‘rare’; or
• Consequence reduce from ‘major’ to ‘moderate’ 

Evidence based decision making framework – incl data 
capture, tools, reporting

6. Deliver strategic vision for the City
Current Risk Rating:
Gross: Critical 1
Net: Medium 1
Target: Low 4
To achieve target, either:
• Likelihood reduce from ‘unlikely’ to ‘rare’; or
• Consequence reduce from ‘major’ to ‘moderate’ 

Projects Delivery

Municipal Boundary review delivery

Influence the Palmerston Central Area Plan (NTG)

C

L
C

$

$

M

M

H$L
C

H$L
C
L
C

$ M

$ ML
C

L

Framework to assess priority of control improvement opportunities

Impact on Strategic Risk
L Individually, on its own, will reduce ‘likelihood’ down a category

Individually, on its own, will reduce ‘consequence’ down a categoryC

L Individually not expected to reduce ‘likelihood’ at all
Individually not expected to reduce ‘consequence’ at allC

Cost to Implement
$ Individually expected to cost <$5,000 to implement and 

minimal cost to maintain
Individually expected to cost $5,000 > $50,000 to 
implement and acceptable cost to maintain

$

$ Individually expected to cost > $100,000 to implement 
and will need annual budget consideration to maintain

Time & Complexity to Implement
L Individually expected to be relatively straightforward 

and quick (<1 month) to implement
Individually expected to involve some complexity and 
time (1month > 3 months) to implement

M

H Individually expected to involve a high level of 
complexity and time (> 3 months) to implement

L Individually, on its own, can help to reduce ‘likelihood’
Individually, on its own, can help to reduce ‘consequence’C
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City of Palmerston Control Improvement Plan
The following outlines proposed investment in control improvements related to the City’s strategic risks

Strategic Risk:

That the City fails to…

Control Improvement Opportunity Impact on 

Strategic Risk

Cost to 

Implement

Time & 

Complexity to

Implement

7. Be agile to respond to opportunities and challenges
Current Risk Rating:
Gross: Medium 1
Net: Low 3
Target: Low 3
At target, therefore as long as controls continue to operate effectively, 
no further controls required to meet target risk.

Not applicable – Net risk already at target risk

8. Effectively develop relationships & manage expectations of relevant 
parties
Current Risk Rating:
Gross: Medium 1
Net: Low 3
Target: Low 3
At target, therefore as long as controls continue to operate effectively, 
no further controls required to meet target risk.

Not applicable – Net risk already at target risk

9. Appropriately respond to material events impacting business 
continuity
Current Risk Rating:
Gross: Critical 1
Net: Medium 1
Target: Low 4
To achieve target, either:
• Likelihood reduce from ‘possible’ to ‘unlikely’; or
• Consequence reduce from ‘moderate’ to ‘minor’ 

Review and update BCP’s

Disaster Recovery Plan (DRP)

Cyber Insurance

Post Implementation Review of COVID-19

L
C

L
C
L
C
L
C

$

$

$

$

L

L

M

L

Framework to assess priority of control improvement opportunities

Impact on Strategic Risk
L Individually, on its own, will reduce ‘likelihood’ down a category

Individually, on its own, will reduce ‘consequence’ down a categoryC

L Individually not expected to reduce ‘likelihood’ at all
Individually not expected to reduce ‘consequence’ at allC

Cost to Implement
$ Individually expected to cost <$5,000 to implement and 

minimal cost to maintain
Individually expected to cost $5,000 > $50,000 to 
implement and acceptable cost to maintain

$

$ Individually expected to cost > $100,000 to implement 
and will need annual budget consideration to maintain

Time & Complexity to Implement
L Individually expected to be relatively straightforward 

and quick (<1 month) to implement
Individually expected to involve some complexity and 
time (1month > 3 months) to implement

M

H Individually expected to involve a high level of 
complexity and time (> 3 months) to implement

L Individually, on its own, can help to reduce ‘likelihood’
Individually, on its own, can help to reduce ‘consequence’C
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RISK MANAGEMENT & AUDIT COMMITTEE MINUTES 28 JULY 2020 CITY OF PALMERSTON 
 

RISK MANAGEMENT & AUDIT COMMITTEE 

MINUTES 
 

CITY OF PALMERSTON  

  

Minutes of Risk Management & Audit Committee Meeting 
held in Council Chambers 
1 Chung Wah Terrace, Civic Plaza, Palmerston 
on Tuesday 28 July 2020 at 5:00pm 
 

 
COMMITTEE MEMBERS 

 
Iain Summers, Independent Member (Chair) 

 Mark Blackburn, Independent Member 

 
Steve Bartlett, Independent Member 
Mayor Athina Pascoe-Bell 

 Deputy Mayor Amber Garden 

 Alderman Sarah Henderson 

  

STAFF Chief Executive Officer, Luccio Cercarelli 

 
Deputy Chief Executive Officer/Director Lifestyle and 
Community Services, Amelia Vellar 
Director Organisational Services, Richard Iap 

 Director City Growth and Operations, Nadine Nilon 

 Finance Manager, Maxie Smith  

 
Acting Manager Information and Technology, Mark Bradbury 
Manager Projects, Alex Douglas 

 Minute Secretary, Jessica Eves 

  

GALLERY Nil 

  

 

1 ACKNOWLEDGEMENT OF COUNTRY 

  

I respectfully acknowledge the traditional owners of the land on which we are meeting – the Larrakia 

People – and pay my respects to their elders, past, present and future.  

 

2 OPENING OF MEETING 

 

The Chair declared the meeting open at 5.02pm. 

  

Page 38 of 45



 

 

 
Minute Book Page 132 

 

 

RISK MANAGEMENT & AUDIT COMMITTEE MINUTES 28 JULY 2020 CITY OF PALMERSTON 
 

RISK MANAGEMENT & AUDIT COMMITTEE 

MINUTES 
 

 

3 APOLOGIES AND LEAVE OF ABSENCE 

 

3.1 Apologies 

 

Nil  

 

3.2 Leave of Absence Previously Granted 

 

Nil 

 

3.3 Leave of Absence Request 

  

Nil 

 

4 DECLARATION OF INTEREST 

 

4.1 Committee Members 

 

Nil 

 

4.2 Staff 

 

Nil 

 

5 CONFIRMATION OF MINUTES 

 

5.1 Confirmation of Minutes 

 

Moved:   Mr Mark Blackburn 

Seconded: Alderman Henderson 

 

THAT the minutes of the Risk Management & Audit Committee Meeting held on Tuesday, 30 June 

2020 pages 123 to 128 be confirmed.  
 

CARRIED RMA9/0073 - 28/07/2020 

 

 

5.2 Business Arising from Previous Minutes 

 

Nil  
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RISK MANAGEMENT & AUDIT COMMITTEE MINUTES 28 JULY 2020 CITY OF PALMERSTON 
 

RISK MANAGEMENT & AUDIT COMMITTEE 

MINUTES 
 

 

6 CONFIDENTIAL ITEMS 

 

6.1 Moving Confidential Items into Open  

 

 Nil   

 

6.2 Moving Open Items into Confidential 

 

Nil  

 

6.3 Confidential Items  

 

Moved:   Mayor Pascoe-Bell 

Seconded: Acting Mayor Garden 

 
 THAT pursuant to Section 65(2) of the Local Government Act 2008 and Regulation 8 of the Local 
Government (Administration) Regulations the meeting be closed to the public to consider the 
following confidential items: 

 
ITEM REGULATION REASON 

18.1 8(c)(iii) This item is considered 'Confidential' pursuant to Section 
65(2) of the Local Government Act 2008 and 8(c)(iii) of the 
Local Government (Administration) Regulations, which 
states municipal council may close to the public only so 
much of its meeting as comprises the receipt or discussion 
of, or a motion or both relating to, information that 
would, if publicly disclosed, be likely to prejudice the 
security of the council, its members or staff. 

18.2 8(c)(iii) This item is considered ‘Confidential’ pursuant to Section 
65(2) of the Local Government Act 2008 and 8(c)(iii) of the 
Local Government (Administration) Regulations, which 
states municipal council may close to the public only so 
much of its meeting as comprises the receipt or discussion 
of, or a motion or both relating to, information that 
would, if publicly disclosed, be likely to prejudice the 
security of the council, its members or staff. 

 

CARRIED RMA9/0074 - 28/07/2020 
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RISK MANAGEMENT & AUDIT COMMITTEE MINUTES 28 JULY 2020 CITY OF PALMERSTON 
 

RISK MANAGEMENT & AUDIT COMMITTEE 

MINUTES 
 

7 WORK PLAN 

 

7.1  Action Report  

 
Moved:   Mr Steve Bartlett 

Seconded: Mayor Pascoe-Bell 

 

THAT the Risk Management & Audit Committee recommend to the Council: 

1. THAT Report entitled Action Report – 28 July 2020 be received and noted. 

 

2. THAT the complaints handling policies and procedures identified as part of the Strategic Risk 

Register update be presented to the Risk Management and Audit Committee in October 

2020. 

 

3. THAT the Risk Management and Audit Committee approves the removal of item RMA/0106 

from the Action Plan – Outstanding Items as it is considered complete. 

 

CARRIED RMA9/0075 - 28/07/2020 

 

 

8 FINANCIAL REPORTING 

 

Nil 
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RISK MANAGEMENT & AUDIT COMMITTEE MINUTES 28 JULY 2020 CITY OF PALMERSTON 
 

RISK MANAGEMENT & AUDIT COMMITTEE 

MINUTES 
 

9 INTERNAL CONTROLS AND RISK MANAGEMENT 

 

9.1 Review of Council Policy FIN09 – Risk Management & Audit Committee  

 

Moved:   Mayor Pascoe-Bell 

Seconded:  Deputy Mayor Garden 

 

THAT the Risk Management and Audit Committee recommend to the Council: 

 

1. THAT Report entitled Review of Council Policy FIN09 - Risk Management & Audit Committee 

be received and noted.  

 

2. THAT draft FIN09 - Risk Management & Audit Committee Terms of Reference being 

Attachment A to Report entitled Review of Council Policy FIN09 – Risk Management & Audit 

Committee be presented to Council for adoption with the following amendments: 

 

• Principles 2 amend to include the Local Government Act 2019 section 87 (a), (b) and (c). 

• Amend 4.1.2 (g) to 4.1.3 entitled Review of Annual Report. 

• 4.1.2 (a) remove the word continuously.  

• 4.4.3 amend the required quorum from two to three, consisting of a minimum of one 

independent and two Elected Members. 

• 4.5.1 and 4.5.2 remove the word Council from Conflict of Interest and amend wording to 

reflect compliance to the Act.   
 

CARRIED RMA9/0076 - 28/07/2020 
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RISK MANAGEMENT & AUDIT COMMITTEE MINUTES 28 JULY 2020 CITY OF PALMERSTON 
 

RISK MANAGEMENT & AUDIT COMMITTEE 

MINUTES 
 

9.2 Asset Management Plan Update  

 

Moved:   Alderman Henderson 

Seconded: Mayor Pascoe-Bell 

 

THAT the Risk Management and Audit Committee recommends to Council: 

 

1. THAT Report entitled Asset Management Plan Update be received and noted. 

 

2. THAT the Asset Management Plans presented in Report entitled Asset Management Plan 

Update being Attachment A, B and C are endorsed for finalisation and implementation. 

 

3. THAT a report be provided to the Risk Management and Audit Committee on an annual basis, 

no later than August each year, to provide an update of the implementation and achievement 

of the performance measures, and improvements of the Asset Management Plans. 

 

4. THAT a report be provided to the Risk Management and Audit Committee meeting in 

October 2020 providing a program for the preparation of Asset Management Plans for the 

remaining asset classes. 

 

5. THAT the Asset Management Policy is reviewed and presented to the Risk Management and 

Audit Committee for comment in October 2020 prior to presentation to Council. 

 

6. THAT the Asset Management Plans are considered as part of the development of future 

Council budgets and Long Term Financial Plan, including consideration of progressive 

increases of capital renewal budgets and reserves to progressively reduce the funding 

shortfall and increase the financial sustainability of Council assets with consideration of the 

impacts on the Council’s risk profile.  

 

7. THAT the Executive Summary portion of each Asset Management Plan, once finalised, is 

made available for the community to view through Council’s website. 

 

8. THAT the Committee congratulates the Director City Growth and Operations and their team 

for the quality of the Asset Management Plans.  

 

CARRIED RMA9/0077 - 28/07/2020 

 

10  WHISTLE BLOWING 

 

Nil 
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RISK MANAGEMENT & AUDIT COMMITTEE MINUTES 28 JULY 2020 CITY OF PALMERSTON 
 

RISK MANAGEMENT & AUDIT COMMITTEE 

MINUTES 
 

 

11 INTERNAL AUDIT 

 

Nil  
 

12 EXTERNAL AUDIT 

 

12.1  Interim External Audit 2019-2020 
 
Moved:   Mr Mark Blackburn 

Seconded: Mr Steve Bartlett 

 
THAT Report entitled Interim External Audit 2019-2020 be received and noted, and that there are 
no matters to be referred to the Council.  
 

CARRIED RMA9/0078 - 28/07/2020 

 
 

 13 INFORMATION AND CORRESPONDENCE 

 

Nil 
 

 14 OTHER BUSINESS 

 

Nil 
 

 15 NEXT MEETING 

 

Moved:   Mayor Pascoe-Bell 

Seconded: Deputy Mayor Garden 

 

THAT the next meeting for the Risk Management and Audit Committee be held on Tuesday, 25 

August 2020 at 5.00pm in the Council Chambers, First Floor, Civic Plaza, 1 Chung Wah Terrace 

Palmerston and be open to the public subject to social distancing restrictions. 
 

CARRIED RMA9/0079 - 28/07/2020 
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RISK MANAGEMENT & AUDIT COMMITTEE MINUTES 28 JULY 2020 CITY OF PALMERSTON 
 

RISK MANAGEMENT & AUDIT COMMITTEE 

MINUTES 
 

 

16 CLOSURE OF MEETING TO PUBLIC   

 

Moved:   Mr Steve Bartlett 

Seconded: Deputy Mayor Garden 

 

THAT pursuant to Section 65(2) of the Local Government Act and Regulation 8 of the Local 
Government (Administration) Regulations, the meeting be closed to the public to consider the 
Confidential item of the Agenda.  
 

CARRIED RMA9/0080 - 28/07/2020 

 

 

17 ADJOURNMENT OF MEETING   

 

The open section of the meeting adjourned at 6:49pm for the discussion of confidential matters.  

  

The Chair declared the meeting closed at 7:13 pm. 

 

 

 

       

Chair 

 

      

Print Name 

 

      

Date 
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